ELECTRONIC EXTRACTION OF MEDICAL DATA ABOUT YOU FROM PRACTICE
RECORDS
PRACTICE SUMMARY
The Health and Social Care Bill 2012 made it mandatory for GP Practices to allow the extraction of
anonymous data about patients to be uploaded electronically on a regular basis to an NHS
Information Site. This data is then used to analysis health patterns and needs with the aim of targeting
and improving future NHS services. There is considerable merit in this scheme but it does raise the
issue of patient confidentiality
Thorneloe Lodge Surgery cannot prevent this data being extracted about you unless you, as the
individual patient, complete and sign an opt out form. We would then make an entry on your records
which will prevent any data being extracted electronically.
What data is extracted about you?
NHS number, date of birth, postcode, ethnicity, gender. Then coded information such as referrals by
specialty and date, prescriptions issued and clinical data such as a medical diagnosis. The full list is
very complicated but can be read on line and downloaded – SEE “How can I find out more
information?” below.
What data is not extracted?
Your name and address. Any free text that the GP or nurse enters on your notes recording your
consultation or contact with you by phone. Any letters written and stored in your medical record.
How can I find out more information?
• Click on NHS Extraction of Data Leaflet in the further information panel or ask reception for a
leaflet when you visit the practice.
• Visit the Health and Social Care Information Centre (hscic) website: www.hscic.gov.uk
• Or the NHS website: www.nhs.uk/caredata
• For full details of what information is extracted – visit: http://www.hscic.gov.uk/gpes then
look at Useful Information links on the right and click on: “care.data general practice
extraction code set”
How can I opt out?
Tear off - fill out, sign and return the opt out form as below. You can scan and email it to us as long as
it is signed, to Thorneloe.practice@nhs.net. Or ask for an opt out form from reception when you next
visit the practice. We will do the rest.
NHS HEALTH & SOCIAL CARE INFORMATION CENTRE (HSCIC) EXTRACTION OF ANONYMOUS MEDICAL DATA
EXTRACTION OF PERSONAL CARE DATA OPT OUT FORM.
I WISH TO EXERCISE MY RIGHT TO PREVENT THE EXTRACTION OF PERSONAL CARE DATA ABOUT ME LINKED TO MY
NHS NUMBER BOTH FROM THE PRACTICE TO THE HSCIC and ANY DATA COLLECTED LINKED TO MY NHS NUMBER
FROM OTHER SOURCES HELD BY HSCIC TO ANY OTHER BODY OR ORGANISATION
Print Full Name of Opted Out Patient:
Signature:
*If appropriate - Signed on behalf of the above by:
* Print Full Name
(Practice use – 9Nuo & 9Nu4 on care history)

DOB
Date:
Relationship Parent / Guardian circle as appropriate

NHS ENGLAND PROVIDED INFORMATION

How information about you helps us provide better care
Frequently asked questions for patients

1. Why do I need to read the leaflet ‘how information about you helps us provide better care’?
It is important that you read the leaflet so that you understand how information in medical records is
used. Your records are already used by healthcare staff to provide your care. You also need to know
how your information can be used to improve the way the NHS delivers care to all patients.
If you are happy for your information to be used to improve health services then you do not need to do
anything. However, it is important that you know this is happening and what to do if you have any
questions or concerns (See FAQ 14).
2. Why is information collected?
It is important that the people who plan and manage the NHS have access to a full picture of the care
being provided to patients so that they can make sure that the NHS is providing the best possible services
to all of its patients. They can only do this by using information, for example to compare the care
received in one area to the care received in another area to see what worked better.
Information in health records is also valuable for carrying out research into the treatments offered for
different diseases and illnesses.
3. What is changing?
Patient information is already used extensively by the NHS but we need to improve how we use the
information. This improvement and modernisation is happening in a number of ways.
A modern information system has been developed by the NHS in England, which will make increased use
of information from medical records with the intention of improving health services. You may have
heard this system referred to as care.data.
One of the main aims of the new system is to allow the NHS to make better use of the routine information
collected when you visit your doctor. The system complies with strict confidentiality rules and the law.
This service will provide joined-up information about the care received from all of the different parts of
the health service, including hospitals and GP practices. The Health and Social Care Information Centre
(HSCIC) (see FAQ 6) is working with NHS England to deliver the care.data service.
Separate to care.data, information that does not identify you may be made available to approved
researchers in a secure system called the “Clinical Practice Research Datalink” or CPRD. This system is
not new but it is important you understand that this happens.
4. Why are these changes needed?
It is important that the NHS has a complete picture of what is happening across the health and social care
service. This information will allow those who plan services to see what is working best. To give you an
example: a group of patients could have the same operation but receive different aftercare. Those
planning and designing health services can look at which type of aftercare worked best so that all
patients can then benefit from those experiences. They do not need to have information that identifies
you but will need the HSCIC to link the data as described in FAQ 7. The care.data system will allow for the
collecting, analysing and sharing of data while protecting patients’ privacy and confidentiality. The NHS
will also provide information that will enable the public to hold the NHS to account and ensure that any
unacceptable standards of care are identified as quickly as possible.
5. When will these changes occur?
Information from GP practices will begin to be extracted and sent to the HSCIC in the autumn. The first
use of the system will be to help the NHS plan local health services. GP data will be linked with the
hospital data already held by the HSCIC.
6. What is the “secure environment” mentioned in the leaflet?
The secure environment is called the Health and Social Care Information Centre (HSCIC); a public body
based in Leeds. The HSCIC is the central source of health and social care information in England. The
role of the HSCIC is to ensure that high quality data are used appropriately to improve patient care. The
HSCIC has legal powers to collect and analyse data from all providers of NHS care. The HSCIC is
committed, and legally bound, to the very highest standards of privacy and confidentiality to ensure that

your confidential information is protected at all times. Access to information is strictly controlled.
Further information about the HSCIC is available at www.hscic.gov.uk
7. Will my whole GP record be used?
No. The care.data service does not need to extract your whole GP record. Only the minimum amount of
information required will be used. Your date of birth, postcode, NHS number, and gender (but not your
name) will be used to link your records in a secure environment before being deleted. Once this
information has been linked, a new record will be created (see FAQ 8). This new record will not contain
any information that identifies you.
When your GP enters information into a health record he/she uses a combination of free text and codes.
•

Free text might be something you tell your doctor such as your symptoms, your occupation, how
you are feeling. Free text information will not be sent to the HSCIC secure environment.

•

Codes are a combination of letters and numbers that indicate a piece of clinical information
such as a diagnosis, a test result or a prescription. You can see a list of the types of codes that
will be used for care.data here. The list includes codes about NHS prescriptions, referrals and
other clinical information. Using a computer, your GP can search through these codes to find
all the patients in the practice with the same code and invite those patients to a specialist clinic
for that condition.

To summarise, the information extracted into the HSCIC will be coded information plus your NHS
number, postcode, date of birth and gender. Note that your name and your address will not be extracted.
This is to help protect your identity.
8. Will the people in the secure environment see information that identifies me? When information
leaves your GP practice, it will be sent to the HSCIC (see FAQ 6). The computer systems at the HSCIC will
link information from your GP record with information from your record in other places where you have
received NHS care, such as your hospital record, if you have one. The linked information will be used to
create a new record. Once this has been done, all of the information that directly identifies you (such as
your NHS number, postcode, and date of birth) will be replaced with a code that does not reveal who you
are.
The process to create this linked record is automated. Occasionally, in a small number of cases, it is
necessary for an HSCIC member of staff to check the data. However, this is only done following strict
rules and processes that protect the confidentiality of the individual. Only the linked data record, which
does not identify an individual, will be used by those planning health services.
Separately, there are limited circumstances when the law allows the HSCIC to pass on information that
may identify you where there is special approval (see FAQ 9). You can object to this sharing of your
information too (see FAQ 15).
Finally, the HSCIC also has special legal approval to link information for CPRD (see FAQ 3).
9. What research will be carried out on data that identifies me?
In most cases, researchers can carry out their studies using information that does not identify you.
Occasionally, however, medical researchers need to use information that does identify you. Only
researchers who have obtained your permission or who have been granted special approval are allowed
to access your identifiable data. This special approval is granted following advice from an independent
panel called the Confidentiality Advisory Group (CAG). This group grants approval to a small number of
research projects each year, which it considers to be in the public interest and for the benefit of the health
service. The CAG approves requests where it is not possible to use information that does not identify you
and it is not possible to ask you. There are a variety of reasons why it might not be possible to ask
people; for example, where there are extremely large numbers of patients.
Access to the information is restricted to the specific information necessary for the research.
Examples of projects approved by the CAG include a national study into people who have had a heart
attack, and a study of the time people had to wait for treatment for cancer and the effect of these waiting

times on survival. More examples can be found here.
10. Will information that identifies me be used by marketing or drug companies? Marketing and drug
companies will not have access to information that identifies you unless you give your specific
permission, such as if you have been contacted by your GP practice and you agreed that researchers
could contact you about a clinical trial.
While there are some limited circumstances when the NHS needs to carry out medical research using
information that identifies you, this type of research requires
special approval (see FAQ 9). You will not be contacted by a third party unless you have specifically
agreed to this.
11. Will my information be shared with insurance companies or solicitors?
The HSCIC will not share information about you with insurance companies or solicitors. If an insurance
company or solicitor wanted information about you they would approach your GP practice directly and
you would need to give your explicit consent before any of your information could be shared with them.
If you do not agree to their specific request for your information then it will not be shared with them.
12. Will you sell data?
No. The HSCIC does not charge for data. Sometimes, the HSCIC may charge an administrative fee (for
example, to link the data) but there is no commercial sale of NHS data.
13. Why do you need to extract data that identifies me?
We need to be able to link information from the different places where you receive NHS care, such as
your GP practice and hospital. The people who plan and monitor the quality of NHS services need this
type of joined-up information to get a full picture of the care being provided by the NHS. Your NHS
number, postcode, gender and date of birth are needed to join up this information from the different
places where you received care. Your name and address are not used in this process.
14. What should I do if I have concerns?
If you have concerns, you can talk to staff at your GP practice or ask the practice for a copy of the leaflet
“How information about you helps us to provide better care”.
If you do not want information that identifies you to be shared outside your GP practice, you can ask
your practice to make a note of this in your medical record. This is called an objection. An objection will
prevent your confidential information being used other than where there are exceptional circumstances
or where the law allows your information to be shared.
Remember, if you are happy for your information to be used for planning health services and for
research then you do not need to do anything.
15. What kinds of information sharing can I object to?
There are two types of information sharing you can object to:
•

You can object to information containing data that identifies you from leaving your GP practice. This
type of objection will prevent the identifiable information held in your GP record from being sent to
the HSCIC secure environment. It will also prevent those who have gained special legal approval
form using your health information for research.

•

You can also object to any information containing data that identifies you from leaving the HSCIC
secure environment. This includes information from all places you receive NHS care, such as
hospitals. If you do not object, information that identifies you will only leave the HSCIC in limited
circumstances where there is special legal approval, for example for medical research (see FAQ 9). If
you object, confidential information will not leave the HSCIC and be used in this way, except in very
rare circumstances for example in the event of a civil emergency.

16. If I object will this stop all data about me leaving the practice?
No. The law requires doctors to provide some very limited information about certain things. The law says,
for example, that doctors must provide information to local authorities about some infectious diseases,
such as if you had food poisoning. Very rarely, doctors may be required to disclose information in order to

detect a serious crime. Likewise, a court order can require doctors to disclose certain information during a
court case.
17. If I object to both data leaving the GP practice and the HSCIC, how will the HSCIC identify me
to implement my objection about data flowing from the HSCIC?
If both objection codes are applied to your record then it is necessary for your GP practice to send your
NHS number to the HSCIC so that your objection can be implemented. The HSCIC needs your NHS
number so that they can apply your objection to information they hold. No other information that
identifies you will be sent to the HSCIC by your practice.
18. I have opted out of the Summary Care Record (SCR) so do I need to talk to my GP practice if I
have any concerns?
Yes, you should still talk to your GP practice. There are important differences between allowing the NHS
to use your information for planning and research and the Summary Care Record (SCR). The SCR may be
used by any health professional in the country to provide you with care. It would be wrong for us to
assume that because you have chosen not to have a SCR that this automatically means you also wish to
stop the use of your information being used to improve health services.
19. Can I stop data that identifies me leaving other places where I receive care (for example, a
hospital)?
No. Currently, some information which may identify you, for example by including your NHS number,
will flow from hospitals and other places where you receive care and treatment to the HSCIC, where this
is allowed by law. At the moment, you can only object to data containing information that identifies you
from leaving your GP practice.
However, you can object to any information containing data that identifies you from leaving the HSCIC
secure environment. This includes information from all places you receive care (for example, hospitals).
In the future, it should be possible for you to stop information that identifies you from going to the HSCIC
from wherever you receive NHS care or treatment. But at the moment, the systems we use in the NHS do
not currently allow this. The note of your objection in your GP record cannot be seen by other places
where you receive care, such as hospitals.
20. When my data leaves the practice to go to the HSCIC, who is the data controller?
The HSCIC will be the data controller for the data for the purposes for which they are processing and will
be obliged to comply with the law.
21. Can I stop data that does not identify me being used?
No. Information that does not identify you is not confidential. Since this information is neither personal
nor private, the law says that it can be used much more freely. As this information can be so helpful to the
NHS and does not identify you, there are good reasons for making the best possible use of it.
22. Can I change my mind?
Yes, you can change your mind at any time and as many times as you wish. For example, if you object and
then change your mind (i.e. you decide you are happy for your information to be used) then you will
need to speak to your GP practice to ensure this happens. Likewise, if you do not object now but then
later decide you wish to object, then this is also possible. Just speak to your GP practice and ask them to
record your wishes.
23. Can I change my mind and decide I no longer want information that identifies me to be used
even if it has already gone to the HSCIC?
Yes. You should notify your GP of your objection. The HSCIC will then ensure that any information they
have from your GP practice that identifies you is removed.
24. Can I have a greater number of choices and allow data to be used for some but not other research
projects?
No. Currently you have the right to say yes or no to your information leaving the GP practice or being
shared by the HSCIC, for example for research. The system does not let you say yes or no to your
information being used for all the different types of research projects that come to the HSCIC. However,
if a researcher is working directly with your GP practice for their study then, unless there is special

approval (see FAQ 9), your GP will check with you first if you are happy to share your information and
be part of the study. This will be done for each individual research project that works directly with your
GP Practice where you would be a potential participant.
25. Do I need to do anything if I am happy for my information to be used?
No. If you are happy for your information to be shared to help improve health services, then you do not
need to do anything. Your information will continue to be used for that purpose and to benefit all
patients.
26. I am a carer for someone who lacks capacity to decide whether to allow their information to be
shared – can I decide on their behalf?
If you have a Lasting Power of Attorney for health and welfare then you can object on behalf of the patient
who lacks capacity. If you are a carer or relative who does not hold a Lasting Power of Attorney then you
can raise your specific concerns with the patient’s GP. The GP will make a decision based on an
assessment of the patient’s best interests, taking your views into account.
27. I am a parent/guardian of a child can I make the decision on their behalf?
If you have parental responsibility and your child is not able to make an informed decision for
themselves, then you can make a decision about information sharing on behalf of your child. If your
child is competent then this must be their decision.
28. What happens if my confidentiality is breached?
The HSCIC is committed, and legally bound, to the very highest standards of privacy and confidentiality to
ensure that confidential information is protected at all times. Information in health records can only be
shared beyond those caring for you where: (i) the law allows it (ii) there is a court order (iii) there is a
sufficiently strong public interest justification or (iv) you have given your permission (See FAQ 16).
The Information Commissioner’s Office has powers to impose heavy fines in the event of any breach of
the Data Protection Act 1998 (which is the law that governs how your information is used by
organisations, businesses and the government). If the HSCIC is found to be in breach of the DPA, it would
be subject to a fine. The ICO
has also set out clear guidance in relation to whether data identifies you or not. This guidance is available
here. http://www.ico.org.uk/

